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Guide de paramétrage (MILESTONE) -
XXII CORE REAL TIME

[1] Pré-requis

Voici la liste des prérequis avant de continuer l'installation, attention cette

liste est pour la version R1 2021 du XProtect Corporate :

Name Description
Operating Microsoft® Windows® 8.1 Pro (64 bit)
System

Microsoft® Windows® 8.1 Enterprise (64 bit)

Microsoft® Windows® 10 Pro (64 bit)

Microsoft® Windows® 10 Enterprise (64 bit)

Microsoft® Windows® 10 loT Enterprise LTSB (Long-Term Servicing Branch)2016 (version
1607 or later)

Microsoft® Windows® 10 |oT Enterprise, version 1803 or later (64 bit), loT Core

Microsoft® Windows® Server 2012 (64 bit): Standard and Datacenter

Microsoft® Windows® Server 2012 R2 (64 bit): Standard and Datacenter

Microsoft® Windows® Server 2016 (64 bit): Essentials, Standard and Datacenter

Microsoft® Windows® Server 2019 (64 bit): Essentials, Standard and Datacenter

To run clustering/failover management servers, you need a Microsoft® Windows® Server
2012/2012 R2 Standard or Datacenter edition, Microsoft® Windows® Server 2016 Standard or
Datacenter edition, or a Microsoft® Windows® Server 2019 Standard or Datacenter edition

File system

For the Recording Storage Location, NTFS file system is recommended

SQL Versions

Microsoft SQL Server® 2012 SP1

Microsoft SQL Server® 2014

Microsoft SQL Server® 2016

Microsoft SQL Server® 2017

Microsoft SQL Server® 2019 (Only supported on Microsoft® Windows® 10 or greater and
Microsoft® Windows® Server 2016 or greater)

Software

Microsoft® .NET 4.7.2 Framework

Microsoft® .NET Core 3.1.13 Framework

DirectX 11 or newer

Hardware
acceleration

Hardware acceleration with Intel® Quick Sync requires an Intel® CPU from 4th generation
up to 1th generation, supporting Intel Quick Sync and Intel® GPU enabled in BIOS.

Decoding with NVIDIA graphics card is supported with GPU capability version 6.x (Pascal) or
newer.

Prérequis pour les autres systeme de Milestone, rendez-vous sur cette
page : https//www.milestonesys.com/fr/support/tools-and-

references/system-requirements/
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[2] Milestone Open Network Bridge

1 - Pourguoi XXII Core a besoin du Milestone Open Network
Bridge ?

e XXII Core a besoin du Milestone Open Network Bridge afin
d’accéder aux flux RTSP des caméras enregistrées dans le
logiciel Milestone XProtect. Les flux RTSP sont ensuite lus par
XXII Core afin de réaliser les traitements programmeés par
I'utilisateur.

2 - Télécharger Milestone Open Network Bridge

e Rendez-vous sur le centre de téléchargement de Milestone a
I'adresse suivante :
https://Wwww.milestonesys.com/fr/support/ressources/download-

software/

« c

o
o33

milestonesys.com, load-sof 5 lang w @

@ milestone bt | G ®

SOLUTIONS COMMUNITY MARKETPLACE ~ SUPPORT EVENTS NEWS

Download software

Welcome to the Downioad section. where you and device packs in the version and language you need.
Product Type

Milestone Open Network Bridge v | [software
Version Language

Milestone Open Network Bridge 2021 R2 (21.2a) v | English

Free Search

© Miestone Open Network Bridge

Milestone XProtect® make use of HEVC/H.265 technology licensed under an HEVC Advance Patent Portfolio License

R Advance

e Sélectionner Milestone Open Network Bridge pour le
télécharger.

Milestone Open Network Bridge 2021 R2(21.2a) 61.31 MB
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e Cliquer sur “Save File"” puis aller dans I'explorateur de fichier
Windows, puis dans Download.

Opening VideoOS.OpenNetworkBridge.Installer.exe

You have chosen to open:
[#5] VideoOS.OpenNetworkBridge.Installer.exe

which is: exe File (61.3 MB)
from: https://msdownloadcdn.azureedge.net

! Save File Cancel

Would you like to save this file?

ent folders (4)

e nkssien) mRe | mmoekep  + - Dewop - Dowesss  __ Documents

Titem 1 tam slectd 6138 =) iteme &

[

3 - Installation du Milestone Open Network Bridge

e Clique droit sur VideoOS]|...].Installer, puis “Run as

dministrator”
¥ 20 Manage Download: o x
Home  Shwe  View  Application Tools ]
« ~ 4 & > ThisPC > Downloads v & | Search Downloads )
Name Date modified Type Size
| v videoOsOpenNetworktridge nstalier 11/16/2021 1125 Application 62,784K8 Unpacklng,,,
*
»
» s .
Yitem 1 item selected 61.3MB EH=
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@ Milestone Open Network Bridge 2021 R2

e Sélectionner la langue et cliquer sur continue.

Choose language

@ Milestone Open Network Bridge 2021 R2

Accept the Milestone license agreement

~
Milestone End-user License Agreement
Language: English v INOTE: If you are a Milestone Dealer, systems integrator or are otherwise installing this
Product on behalf of a third party, you shall ensure that you have their acceptance of this End-
user License Agreement and their consent to provide end-user personal data for registration
with Milestone Systems if such voluntary option is applied.
This End-user License Agreement ("EULA”) is a legally binding agreement between you
(either an individual or a single legal entity) and Milestone Systems A/S (*Milestone”) for the
Milestone product or utility, which may include associated software and hardware
media, printed i online or i ion and any updates
or corrections (“Product’). If you have purchased the Product as part of a computer or server
system delivered by Milestone all hardware and software components of such system shall
for the purposes of this EULA be considered being parts of the Product, except however for
any third party software or hardware component which is covered by a separate third party
license agreement included in the system or inthe ©
it
I accept the terms in the license agreement
o e
i llation : choisir “Typical”
e Type d'installation : choisir “Typica
Cli “Thi t” pui “b "
° iquer sur IS account puls sur rowse
@ Milestone Open Network Bridge 2021 R2 X
@ Milestone Open Network Bridge 2021 R2 .
Select service account
. . The senvice uses this account. If the computer is part of a domain, the service must run as
Select the installation type either Network Senice" or a domain user account.
O This predefined account:
Network Service
s Thi: tion installs all components needed to run Milestone Open
VLE Networl e on this computer. @ This account:
Password:
Gisi This option allows you to change the default values for the
LSIETL installation parameters.
Confirm password:
Previous Continue Cancel
Cli “ad d”
° iquer sur "advance
Select User
Select this object type:
[User | | Object Types...
Selct senvice account From this location:
IXXII—SRV-MLS-DE | et

Enter the object name to select (examples):

Check Names
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e Cliquer sur “Find Now”
e Sélectionner “Administrator” et cliquer sur “OK”

Select User
Select this object type:
= | | Obiect Types...
From this location:
[XI-SRV-MLS-DE | | Locations...
Common Queries
S Columns...
Starts with

Disabled accounts

Non expiring password

Search results:

Stop
=7

OK Cancel

Name In Folder

Select User X
Select this object type:
|U!er | [ Object Types...
From this location:
[xx-sRV-MLS-DE | [ Locations...

Common Queries

Name: Starts with Columns...
Disabled accounts Stop

Non expiring password

Days since last logon: v gﬂ

Search results:

Name In Folder
E ¥ Administrator  XXI-SRV-MLS-DE
= i XX SRV-MSD

+) Uetault Accour XX g
5 Guest XXII-SRV-MLS-DE
R4 WDAGUtiityA... XXII-SRV-MLS-DE

e Voici I'affichage désirée, cliquez sur “OK”"
e Entrezle “mot de passe” du compte Windows Administrator
ou Administrateur précédemment choisi, puis cliquez sur

“Continue”

Select User

Select this object type:

| User

From this location:

|XXII-SRV—MLS-DE

Enter the object name to select (examples):

Advanced...

XXII-SRV-MLS-DE\Administrator

X @ Milestone Open Network Bridge 2021 R2 X

Select service account

The senvice uses this account. Ifthe computer is part of a domain, the service must run as
either "Network Service™ or a domain user account.

O This predefined account:

Network Service

@ This account:

XXIFSRV-MLS-DE\Administrator | | Browse...

Password:

Confirm password:

Previous Gncel |

2023 - All rights reserved to XxIl GRouP. 10




“Continue”

e Choisir la langue et cliquer sur “Install”

@ Milestone Open Network Bridge 2021 R2

X @ Milestone Open Network Bridge 2021 R2
Specify the primary management server Select file location and product language
Specify the address of the primary management server to which your Milestone Open Network
Bridge server component should log in.
File location:
I Server URL: localhost | I C:\Program Files\Milestone
Free disk space on drive: 231 GB
Product language:
English v
Previous Continue \V Cancel Previous m
[ ]

Lorsque le téléchargement est terminé, cliquer sur “Close”

@ Milestone Open Network Bridge 2021 R2

@ Milestone Open Network Bridge 2021 R2

Installing Milestone Open Network Bridge

Laisser “localhost” dans le champ “Server URL" et cliquer sur

Browse...

Cancel

The installation is complete

These have been

Instaling Milestone Open Network Bridge Server... \ Milestone Open Network Bridge Server

installed.

Milestone Open Network Bridge Administration plug-in (32-bit)
Milestone Open Network Bridge Administration plug-in (64-bit)
Overall progress

2023 - All rights reserved to XXIl GROUP. 11



4 - Vérification du statut du Milestone Open Network Bridge

e Une fois l'installation compléte, le logiciel Milestone Open
Network Bridge est lancé. Vérifiez dans la barre d'état des
programmes Windows.

e Sélectionner, a I'aide du “clic droit”, I'icone du Milestone Open
Bridge, puis “Show [...] Bridge log”

Start Open Network Bridge service

Stop Open Network Bridge service

Restart Open Network Bridge service
Configuration...

? T ™ Manage ONVIF client users...

Show latest Open Network Bridge log
Show latest RTSP log

M
About

ENG 11:54 AM Exit Milestone Open Network Bridge Manager
N\
W % tr 111672021 ~

ENG 11:54 AM
FR  11/16/2021 l:]

A T ds

5 - Ajout du Milestone Open Network Bridge

e Ouvrir le programme “XProtect Management”
e S’'identifier et cliquer sur “Connect”

Milestone
Q XProtect®* Management Client 2021 R2

Computer:
\xxii—srvmls-dem&m 1 v ]

Authentication:

[Windows authentication (current user) J

Domain: XXII-SRV-MLS-DE

User name:
XXII-SRV-MLS-DE\Administrator

O

Password:

XProtect
Manageme...

Remember password

2023 - All rights reserved to XXIl GROUP. 12



e Sur la page principale du Management Client, cliquer sur
“Server” dans le menu de gauche

e Dans la liste des serveurs, choisir “Open Network Bridge”

e ‘“clicdroit” et cliquer sur “Add New" puis “OK"

1§ Open Network Bridge Information

Add New ... Ctrl+N

Ie Refresh - \ FS

E)»ﬂ Servers
) Recording Servers
ﬂ Failover Servers
@] Mobile Servers
, I3V} Open Network Bridge Servers

Open Netw

@ milestone | XProtect"

Add Open Network Bridge

Name: xdi-srv-mis-demo-01 N l

Lo« [ cance

e L'Open Network Bridge est correctement ajouté

¢ JOpen Network Bridge Servers 3 [|Opan Network Bridge iormasion

& #R) Opon Network Bridge Sorvers | Open Network Bidge setings
A B 0

ONVIF port.

RTSP pot 554

[ Enable WS Dacovery

Defask camera settngs (as repoted to the ONVIF cherts)

Max days of reterton £
A C—
Wt 1520
Hogre 1080
Berate kbos 512
GOP wre 5
Codec
Redl Tem Stearng Protocsl setngs
& S gaps i recardngs
£ Repeat frames

M trme between frares 3% ] om

pem—
[ Prefer sbschte time over nomakzed
(] Retum sequences on command
S of recerdng

2023 - All rights reserved to XXIl GROUP. 13



6 - Création d’utilisateur de Milestone Management Client

Dans la colonne de gauche de I'écran, aller dans “Security”,
puis “Basic User”

Faire un “clic droit” sur “Basic Users”, puis cliquer sur “Create
Basic User”

© Miestone XProtect Management Chent 2021 R2
File View Action Maintenance Tooks Help

© Miestone XProtect Management Client 2021 R2
File View Action Maintenance Tools Help
HY oen HY9 9en
Site Navigation - ¥ x User '@ ¥ J2anc User Semngs Site Navigation v 3% User '» B Basic User Setsr
© X0 SV 0E- @128 Nome S D X01-SAV-MLSDE - (21 28) Neme
Descrpton

E} (@ Security

%% Roles
/ _ & Basic Users

!

on

o
anogmrent Chet Pr

24 NowScavon Profies
R User-defined Events
R Anslyos Events
Socunt,

Une nouvelle fenétre s'ouvre pour ajouter un utilisateur, entrer
les informations d’utilisateur

e Deécocher la case “Force Basic [...] Login” puis cliquer sur “OK"

New Basic User

User name:

[

Description:

Password:

I..'......'.'.

Repeat password:

Allow Basic User to keep administrator defined password

Clearing the check box should only be done for user types that cannot

change their password. These are system users, for example used for plugins
and server services authentication.

Enabled v

ALy J—eenes— [ T«

|| Cance
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Aprés avoir ajouté un utilisateur au Milestone Open Network

Bridge, un utilisateur est maintenant disponible dans la partie
“Basic User” sur la partie gauche de I'écran.

7 - Création de réles pour l'utilisateur du Management Client
[ ]

Dans la partie gauche de I'écran, aller dans “Security”, puis
] A ”
Réles

@ Milestone XProtect Management Client 2021 R2

File View Action Maintenance Tools Help

H92 oean
Site Navigation R - o |ReesEaT
O X00I-SRV-MLS-DE - (2122) Nare
() Basics NT AUTHORIT]|
%ltw‘ Informaton B 00-SRV-MLS-|
1] Sete Informaton
= 5 Remote Connect Services

) /s One-click Camera Connecson
O Servers
) Recording Servers
) Fadover Servers
1) Mobule Servers
#R) Open Network Bodge Servers
R Devices
T Cameras
P Wicrophones
@ Soeskers
' Metadata
oo put

v Ouput
= @ Client
Wl St el
B2 View Groups
£9 St Chent Profiles
£P Management Client Jficfiles
& Mawix
R Rules and Everts
() Rudes

2023 - All rights reserved to XXIl GROUP. 15



e En bas de I'écran sélectionner “Users and Groups”

Add... v

a Windows user

& Basic user . ”
Ay

S

3 °
FAFLOIRIONI B P L2410 7 wl

¥ 4

e Sélectionner l'utilisateur récemment ajouté et cliquer sur “OK”
e L'utilisateur est maintenant dans la liste des réles

Select Basic Users to add to Role X

Select user:

Select Name -

| Name 4 | Description
@ NT AUTHORITYINETWORK SER..
2 i

o4 XXII-SRV-MLS-DE\Administrator Built-in account for administering the computer/domain

New...

2023 - All rights reserved to XXIl GROUP. 16



8 - Création de l'utilisateur du Milestone Open Network Bridge

e Dans la barre d'état des programmes Windows, cliquer sur la

petite fleche, sur la droite.
e Faire un “clic droit” sur lI'icobne du Milestone Open Bridge, puis

“Manage [...] user...”

start Open Network Bridge service

Stop Open Network Bridge service
Restart Open Network Bridge service

Configuration...

Manage ONVIF client users...

Show latest Open Network Bridge log
Show latest RTSP log

About ] T
Exit Milestone Open Network Bridge Manager
ENG 11:54 AM
"
= = FR  11/16/2021 L]

ENG 11:54 AM
A
=% 1716200 L]

e Ajouter un nouvel utilisateur et un mot de passe, puis cliquer

sur “Add user”
e L'utilisateur est a présent visible dans la liste, cliquer sur “Ok”,

puis sur “Yes” et enfin sur “OK"

4@ Manage ONVIF client users X 4 Manage ONVIF client users X °
User name: User name:
User name:
‘xxil
[Password ‘ |P355W°"d ‘ Password:
\ Milestone Open Network Bridge Manager X
client users QNVAE st

Apply changes

“ Applying the changes was successful.

Applying changes to the ONVIF dlient users list will restart the
I services.
Do you want to continue?

1L
/I I Yes | o

Remo%user

'

Remove user

Cancel

Cancel

OK Cancel

2023 - All rights reserved to XXIl GROUP. 17



9 - Ajouter le Registry

e Dans la barre de recherche Windows, saisir “Registry Editor” et
sélectionner le programme.
e Sur la page d'accueil de ce programme, ajouter une nouvelle
clé au registre. Pour se faire, allez dans:
1. HKEY_LOCAL_MACHINE
2. Software
e Puis “clic droit” sur “Milestone”, passer la souris sur “New” et
cliquer sur “Key”

S Filters ~

ﬁ. Registry Editor
Desktop app

£ registry Editor

Name

Data

QASSES_ROOT a8 (Default) REG_SZ (value not set)

HKEY CHRRENT USER

B = ]

XPr Find...
Mozill: String Value
mozillz Delete Binary Value
OD8C Rename DWORD (32-bst) Value
Partne ¥ Vo
Policie Export QWORD (64-bit) Value
Multi-String Value
Registe Permissions....
Setu Expandable String Value
P
Copy Key Name
Videol
WOWE Go to HKEY_CURRENT_USER
SYSTEM

HKEY_USERS
HKEY_CURRENT_CONFIG

2023 - All rights reserved to XXIl GROUP. 18



Une nouvelle clé est ajoutée, avec comme nom par défaut

“New Key #1".

Faire un “clic droit” sur “New Key #1”, puis cliquer sur

“YRename”

Renommer avec le nom “Milestone Open Network Bridge'

Milestone
% Installation

v

ServerConfigurator

XProtect Log Server

New Ki
Mozilla
mozilla.or
ODBC
Partner
Policies

Delete

1

Rename

Registerec

N

> Setup

5 VideoOS

> || WOWS43:
SYSTEM

HKEY_USERS .

Export

“A

Permissions...

Copy Key Name

Faire un “clic droit” sur ce méme dossier “Milestone Open
Network Bridge”. Puis passer la souris sur “New” et cliquer sur

“DWORD (32-bit) Value”

B Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Milestone\Milestone Open Network Bridge

v @ Computer
HKEY_CLASSES_ROOT
HKEY_CURRENT_USER

v HKEY_LOCAL_MACHINE
BCD00000000
HARDWARE
SAM
SECURITY

v SOFTWARE

Nam:
2{(Dcfauty |

Type
REG_SZ

Classes

Data

(value not set)

Clients
DefaultUserEnvironment
Description
dotnet
Google
Intel
Microsoft
v Milestone

> Installation
I Milestone Open Network Bridge P

ServerConfigurator

Multi-String Value
Expandable String Value

XProtect Log Server
Mozilla
mozilla.org
MozillaPlugins
0DBC

2023 - All rights reserved to XXIl GROUP.
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Sur la partie haute de I'écran, une nouvelle ligne vient de
s'ajouter

Renommer la ligne “New Value #1” en “SHA256Auth”

Faire un “clic droit” sur la ligne “SHA256Auth” et “Modify”
Vérifier si la valeur dans “Value data” est a “0”, si ce n'est pas le
cas entrer la valeur “0".

Pour finir, cliquer sur “OK”

Name Type Data

ab| (Default) REG SZ (value not set)

e lNew Value #1 REG_DWORD 0x00000000 (0)
Name Type Data
25| Defaylty” REG_SZ e o Set)
#oiSHA236Auth || REG_DWORD (10000000 1)

Name Type Data
ab| (Default)

(value not set)
0000000 (0)

X
|SHA256Ath / |
| 2
Value data: Base
|m | (® Hexadecimal

(O Decimal
R

2023 - All rights reserved to XxIl GRoOupP. 20



10 -

Re démarrage du Milestone Open Bridge

Faire un “clic droit” sur le bouton Windows, puis cliquer sur
“Task Manager”
Cliquer sur “service”

Windows PowerShell (Admin) 2 Task Manager E—
File Options View

Processes Performance  Lsersea Services,

Task Manager ) 59%  63%
Name Status CPU Memory
- Apps (6)
Settings ¥
[&] Administration Client 0%  19483MB
. B AnyDesk (32 bit) 0%  240MB
File Explorer
B AnyDesk (32 bit) 13%  726MB
1| Notepad 0% 19M8
Search {5 Task Manager 7%  158MB
A VLC media player 0%  102MB
Run Background processes (40!
[&) .NET Core Host 0%  1189MB
) B3 AnyDesk (32 bit) 14% 23.9M8B
Shut down or sign out B AnyDesk (32 bit) 0% 219MB
[&) Application Frame Host 0% 32M8
DeSktOp [&] COM Surrogate 0% 25MB
[P CTF Loader 0%  103MB
———
e Fewer details End task

Chercher la ligne “Milestone Open Network Bridge”, faire un
“clic droit” et cliquer sur “Restart”

Remarque : si le service ne redémarre pas automatiquement,
faire un “clic droit” et cliquer sur “Start”. Passer ensuite a la
configuration de XXII Core.

1% Task Manager - O X
File Options View
Processes Performance Users Details Services

~

Name PID Description Status Group &
& LanmanServer 2516 Server Running smbsvcs
% LanmanWorkstation 1752 Workstation Running NetworkService
G Ifsve 4816 Geolocation Service Running netsves
% LicenseManager Windows License Manager Service Stopped LocalService
G itdsve Link-Layer Topology Discovery Map...  Stopped LocalService
& Imhosts 680 TCP/IP NetBIOS Helper Running LocalServiceN...
G LSM 932 Local Session Manager Running DcomLaunch
% MapsBroker Downloaded Maps Manager Stopped NetworkService
‘. Milestone Open Network B... Milestone Oper Start ing
% Milestone RTSP Service ilestone RTSP ing
% Milestone XProtect Data Co... 6224 Sop ing
% Milestone XProtect Log Ser... 7884  Milestone XPro Restart N ing
% Milestone XProtect Manag... 5488  Milestone XPro Open Se';\vyices ing
% Milestone XProtect Mobile .. 7248  Milestone XPro - ing

Search online
% Milestone XProtect Recordi... 6556  Milestone XPro . ing

Go to details

% MilestoneEventServerService 6804  Milestone XPro ing

2023 - All rights reserved to XXIl GROUP.
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[3] Milestone xProtect Management
Client

1- Création d’évéenements analytiques

e Cette partie est dédié a la création d’alarmes et d'événements.
C’est grace a cela que XXII Core va envoyer des informations
(événements ou alarmes) a Milestone.

e Cliquer sur I'onglet “régles et événements” du DESKTOP puis
cliquer sur “Régles”.

e Dérouler le menu {Regle et événements} puis, aller dans
{Evénement Analytique}.

& @I E{-ules and Eventsl

Rules
Time Profiles

—> Notification Profiles
R User-defined Events
¥ Analytics Eventsl

¥ Genericlayents

— AN

e Faire un “clic droit” sur “Analytics Events” puis "Add New ...".

v 1 JlAnalytics Ew

J

AddrNew Ctrl+N

2 Refresh F5

2023 - All rights reserved to XXIl GROUP. 22



e Dans le champ [Nom] saisir I'lD de I'événement identique a
celui rentré dans la plateforme de configuration de XXIl CORE.
e Remarque : saisir uniguement des caractéres numériques.

[Analytics Events ~ 2 fAnalytics Events Information

= ¥ Analytics Events ~
iame.

A e [2201

n.
EVENT 2201

e La description de I'événement n'est pas obligatoire, saisir une
indication qui aidera a organiser la liste des caméras. (Ex:
Caméra 16 - Evénement 2011 - Zone interdite aux véhicules).

e Cliquer sur “Yes” pour sauvegarder I'événement. L'événement
est a présent dans la liste.

Analytics Events ~ 2 JAnalytics Events Information

= ¥ Analytcs Events

v

g
' S [2201

Descrption

EVENT 2201

Milestone XProtect Management Client 2021 R2

Analytics Events v 2
SR Analytics Events

'e' Do you want to save changes?

By

2 - Création d'alarme

e Dans la partie gauche, sélectionner la section “Alarms”, puis
sélectionner “Alarm Definition”
e Faire un “clic droit” sur “Alarm Definition”, puis “Add New ..."

Alarm Definitions v I | Alarm Definit
R4 Alarm D= -
: | ng New..  Ctrl=N
o Refresh F3

Bt
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Alarm Definiions
& Aarm Definitions

& Aarm Defnition
Iy

La section de droite est maintenant disponible, saisir les
informations suivantes dans celle-ci :

[ Alarm Defirision Information -2
Aam defintion
Enable %]

Name: Aam Defntion |

© 7 alarm only appears on the smart map  atleast one source of the alam is a camera, an nput device. or a microphone.

Aarm manager view
@® Mo
Related map: 2|

Operalor action requred
Time limit 1 minute v

Events tnggered. Select.

Other
Related cameras: ] selet

Intial alarm owner. v
Intial alarm priorty. 1: High v
Aam category: v
Events tnggered by alamn ] Select
Autoclose alam: (W)

Aam assgnable to Administrators: “

[
Alam definition
Enable:
Name:
Instructions:
[
Trigger
Triggering event:
Sources:
Activation period
@ Time profile:
O Event based:

Alarm definition
¢ Name:entrer le méme numeéro que pour
I'événement analytics vu précédemment
e Instructions: entrer une indication qui aidera a
reconnaitre sur quelle caméra est I'alarme.
e Exemple: Caméra 16 - Evénement 2011 - Zone
interdite aux véhicules.

M

I2201

|ALARM 20

v

Trigger
e Sélectionner le menu déroulant “triggering event”
puis “Analytics Event”

Access Control Event Categories
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Trigger

Triggering event:

Sources:

Trigger
Triggering event:

Sources:

Select Sources

Type filter: All

Groups Servers

e Sélectionner le menu déroulant “Sources” et puis
I'événement analytique paramétré précédemment.

v

Analytics Events

e Puis cliquer sur “select”

Analytics Events

[ [ ez

La fenétre “Select Sources” s'ouvre : cliquer sur le bouton “+”
jusqu'a afficher la caméra a analyser. Ici, la caméra nommée

“AxisQ6075".
Select Sources

Type filter: All

Groups  Servers
=) XXI-SRV-MLS-DE

Select Sources

Selected:

Type filter:

Groups Servers
= XKI-SRV-MLS-

Remove Iﬂ_—‘ DEMO
| Axis 08075-€ PTZ Dome N

==
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e Cliquer sur la caméra, puis cliquer sur le bouton “Add” (la
cameéra est ajoutée au menu “Selected”).
e Cliquer sur “OK" pour valider la sélection

Select Sources X

Type filter: \AII ~

Groups Servers Selected:
=) XU-SRV-MLS-DE B AIS Q6075-E PTZ Dome Network
- DEMO
| AXIS Q6075-E PTZ Dome N|

AdRN

l Remove ‘

[ ok || cancel

e L'alarme est a présent affichée dans la colonne “Alarm
Definitions”.
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3 - Création de regles

e Dans la colonne de gauche, cliquer sur la section “Rules and
Events”, puis sélectionner “Rules”
e Faire un clic droit sur “Rules” et cliquer sur “Add Rule...”

@ Delete Rule

Rename Rule F2
Copy Rule...
Validate Rule

Validate All Rules
& Refresh FS

[

e Lafenétre “Manage Rule” s'ouvre, renseigner le nom et la
description de la regle.
e Name =renseignez le nom (au choix) de la régle.

Manage Rule - [m] X Manage Rule -
[riame I [Name: ALRM20T |\
Description: ‘ Description:
Active %] Active M
Step 1: Type of rule h Step 1: Type of rule

Select the rule type you want to create Select the rule type you want to create

(O] Perform an action on <event> (O] Perform an action on <event>

(O Perform an action in a time interval (O Perform an action in a time interval

(O Perform an action on a <recurring ime> (O Perform an action on 2 <recurring fime>

Edit the rule description (click an underlined item) Edit the rule description (click an underlined item)

Perform an action on event Perform an action on event

from devices/recording server/management server from devices/recording server/management server
Hep | Cancel <Bsck | Nea> || Fimsh | | hep Cancel <Bsck | New> ||
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e Editer les paramétres de la régle

e Cliquer sur “Event” dans I'encart “Edit rule
description”.

e Une fenétre “select an event” s'ouvre. Sélectionner
I'événement associé a la reégle. Cliquer sur les
boutons “+" jusqu'a le trouver, puis “OK”".

e L'événement est associé a la regle, cliquer sur
“device/recording server/management server”.

Manage Rule -
Name: ALARM 2201 %
Description:
Active: M
Step 1: Type of rule
Select the rule type you want to create

(O] Perform an action on <event:
(O Perform an action in a time interval
(O Perform an action on a <recurring ime>

IIEdi! the rule description (click an underlined item) |
P

‘eform an action ﬂgm!
from devi server, server

Help Cancel < Back Next >
Manage Rule - [u] X tanace Rul
Name: ALARM 2201 Name: AlIARM 2201
Description: Description: A 4
e B peive: [kt amven] X
Step 1: Type of rule - n
Select the rule type you want to create Select the rule t
(O] Perform an action on <event FP ¥m an 3
(O Perform an action in a time interval Pz
(O Perform an action on a <recurring time> (O Perform an :
Edit the rule description (click an underlined item) Edit the rule de:
Peform ap action onl 220 sEye Peform an actio
o vice
r—
Cancel
Hep | Cancel <Back Next> Einish Help Cancel <Back Ne> ||
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e Dans la fenétre “Select devices and groups”, cliquer sur :
“Device groups”, puis “+” jusqu’a afficher la/les caméra(s)
désirée(s).

e Cliquer sur “Add” pour ajouter les caméras. Pour finir, cliquer
sur “Ok”".

Select devices and groups

Device Groups  Recording Servers

1% All Microphones
= @ Speakers

{C@ Al Speakers
&9 Metadata

@ All Metadata
[=-do Input

@ Al Input

&0 Output

3 Al Output

XSQ 'C?'}-EiTZ Dome Network C
S

Selected:

Select devices and groups

Device Groups  Recording Servers

=<0 Cameras
(g All cameras
=2 DEMO
o AXIS Q6075-E PTZ Dome Network C
£ & Microphones
i All Micropt

=] 0 Speakers
N {3 Al Speakers

=Y Metadata

{3 All Metadata
oo Input

@ Al Input
2 Output

@ Al Output

Selected:
AXIS QB075-E PTZ Dome Network Camera (152

OK

| ok || Cancel
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e Dans la fenétre “Step 1: Type of rule”, cliquer sur “Perform an
action <event>", puis cliquer sur “Next”.
e Dans la fenétre “Step 2: Conditions”, ne rien cocher, puis

cliquer sur “Next".

e Dans la fenétre “Step 3: Actions”, ne rien cocher, puis cliquer

sur “Next”.

Manage Rule - (m] X
Name: | ALARM 2201 |
Description: ‘ ‘
Active: ™M
Step 1: Type of rule
O Perform an action on 2 <recurring
Edit the rule description (click an underlineditem) '\
Perform an action on 2201 (Anahytics Events
from AXIS Q6075-E PTZ Dome Network Camera (192.1
Help | | Cancal <Back | New> || Finish
Manage Rule Manage Rule - m] X
Name: [ ALARM 2201 Name: ALARM 2201 |
Dachﬁon: l Description: ‘
Active: Active:
Step 3: Actions Step 2: Conditions
Select actions to perform Select conditions to apply
[] Start recording on <devices> [[] Within selected time in <time peofile>
[] Start feed on <devices> []Outside selected time in <timerofile>

[ Set <Smart Wall> to <preset>

[] Set <Smart Wall> <monitor> to show <cameras>

[] Set <Smart \Wall> <monitor> to show text '<message>'

[[] Remove <cameras> from <Smart Wall> monitor <monitor>

[] Set live frame rate on <devices>

[[] Set recording frame rate on <devices>

] Set recording frame rate to all frames for MPEG-4/H.264/H.265 on <devices>
[] Start patrolling on <device> using <profile> with PTZ <priority>

[[] Within the time period <start time> to <end time>
[[] Day of week is <day>

[] While failover is active

[[] While failover is inactive

[[] Event is from <motion window>

Edit the rule description (click an underlined item)

Edit the rule description (click an underlined item)

Perform an action on 2201 (Analytics Events
from AXIS Q6075-E PTZ Dome Network Camera (192.168.1.119) - Camera 1

Perform an action on 2201 (Analytics Events.
from AXIS Q6075-E PTZ Dome Network Camera (192.168.1.119) - Camera 1

Help Cancel || <Back

Ll
e T Cancet T
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e Cocher la case “Create bookmark on <device>" et cliquer sur
“Next”.

e Puis cliquer sur “Bookmark” dans la ligne “Create bookmark”
pour modifier le texte du bookmark.

Step 3: Actions
Manage Rule - 0O X Select actions to mm
Nars [auzenzzn [[] Pause patrolling on <devices>
o ‘9 s [[J Move <device> to <preset> position with PTZ <priority>

Step 3: Actions
Select actions to perform
(] Pause patrolling on <devices>
(] Move <device> to <preset> position with PTZ <priority>
= theB27 <pricrity>

ices> vith <lriority>

anfra (192.168.1.119)- Camera 1 D Start dwﬂn on &V?C%)
= [[] Stop plug-in on <levices>

Edit the rule dwctipﬁb (click an underlined item)
Perform an action on 2P01 (Anahtics Events)

from AXIS Q6D75-RPTZ Dome Network Camera (192.168.1.119
Create Bookmark bn devices

e Cliquer sur “Device name” puis “Event Name” puis “Triggering
Time” puis “Rule Name” puis “Recording serveur Name”.

e Laisser les valeurs du pre-signet a 10s et post-signet a 30s par
défaut puis cliquer sur “OK".

Bookmark Details X

Bookmark Details X
Headline h Headline
‘ $DeviceName$$EventName$$ Trigger Time $$RuleName $$RecorderNames|
Description

Description h \

Pre-bookmark time (seconds) 1013
Post-bookmark time (seconds) | k|
variables in bookmark text) Add system information (click links to insert variables in bookmark text)

Device name

Event name

Triggering time

Rule name

Recording server name

oK Cancel ok || cancel

ost-bookmark time (seconds)

Recording server name




e Cliquer sur “Devices” pour sélectionner une source.
e Sélectionner “use devices from metadata” puis sur “OK”".

Manage Rule - m] X
Name: [ ALARM 2201 |
Description: [ ‘
Active: M . . .
S0 s Select Triggering Devices X
Select actions to perform
[] Pause patrolling on <devices> ~

[] Move <device> to <preset> position with PTZ <priority>
] Move to default preset on <devices> with PTZ <priority>

) Sedr uito sise (® Use devices from metadata
E?A’Qﬂ%ﬁﬁiﬁfﬁ:ﬂ e (O Select devicas

] Make new <log entry>
[] Start plug-in on <devices>
(] Stop plug-in on <devices> v

Edit the rule description (click an underlined item)
Perform an action on 2201 (Analytics Events;
from AXIS Q6075-E PTZ Dome Network Camera (192.168.1.119) - Camera 1
Create bookmark $DeviceName$SEventName$$TriggerTime$$RuleName$$RecorderName$ o

Help | cancel | [ <Back | [ Next > | [ Finish

e Cliquer sur “Finish” pour faire apparaitre la nouvelle régle dans
la liste des regles.

Manage Rule - o x
Name: [ ALaRM 2201
Description: FL\@
Active:
Step 3: Actions
Select actions to perform
[ Pause patrolling on <devices> ~

[] Move <device> to <preset> position with PTZ <priority>
[] Move to default preset on <devices> with PTZ <priority>

[[] Set device output to <state>

[8| Create bookmark on <devices>

[] Play audio <message> on <devices> with <priority>

[ Send nofication to <profile> - v
[ Make new <log entry> | ENR-GLOBAL
[ Start plugein on <devices>

[ Stop plug-in on <devices> v

Edit the rule description (click an underlined item)
[Perform an action on 2201 (Anaics Everts)

from AXIS Q6075-E PTZ Dome Network Camera (192.168.1.119) - Camera 1
[Create bookmark $DeviceName$S$EventName$$TriggerTime$$RuleNameS$$RecorderNames on the devices from metac

Help | cancel <Back || Next > I| Finish Il
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4 — Flux vidéo et GUID Milestone

Cliquer sur I'onglet “serveurs” du DESKTOP puis cliquer sur
“serveurs d'enregistrement”.
Sélectionner le flux caméra souhaité puis “ctl+clique” sur la
vidéo pour faire apparaitre “I'lD"” du flux de la caméra dans la
colonne “propriétés” et enfin, copier/coller le “GUID".
Ouvrir “VLC media player” puis cliquer sur “ouvrir un flux
réseau...” puis saisir I'URL.

e Saisir 'URL suivante (identique pour tous les

utilisateurs) :

e rtsp://(user name):(mot de passe)@(IP du
serveur):(port RTSP)/live/(GUID du flux de Ia
cameéra)

e Cliquer sur “lire” pour visualiser le flux vidéo.

Pour finir, saisir le flux rtsp complet dans XXII CORE REAL
TIME.
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[4] - Installation physique dans |la baie

1- Liste pré-requis avant installation : version R1 2021 du

XProtect Corporate

Operating System

Microsoft® Windows®
8.1 Pro (64 bit)

Microsoft® Windows® Server 2012 (64 bit):
Standard and Datacenter

Microsoft® Windows®
8.1 Enterprise (64 bit)

Microsoft® Windows® Server 2012 R2 (64 bit):
Standard and Datacenter

Microsoft® Windows®
10 Pro (64 bit)

Microsoft® Windows® Server 2016 (64 bit):
Essentials, Standard and Datacenter

Microsoft® Windows®
10 Enterprise (64 bit)

Microsoft® Windows® Server 2019 (64 bit):
Essentials, Standard and Datacenter

Microsoft® Windows®
10 IoT Enterprise LTSB
(Long-Term Servicing
Branch)2016 (version
1607 or later)

To run clustering/failover management servers,
you need a Microsoft® Windows® Server
2012/2012 R2 Standard or Datacenter edition,
Microsoft® Windows® Server 2016 Standard or
Datacenter edition, or a Microsoft® Windows®
Server 2019 Standard or Datacenter edition

10 IoT Enterprise,

bit), loT Core

Microsoft® Windows®

version 1803 or later (64
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2 - Etape 1: serveur et baie de serveurs

o Racker le serveur XXIl Core dans la baie informatique “dédiée” (19" -
Minimum. 800 de profondeur,).

o Raccorder les alimentations électriques (les 2).

o Raccorder le cable ethernet en sortie de serveur sur la prise ENOI
(gauche) sur le VLAN VMS.

e Allumer la machine.

w

ol —
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3 - Etape 2 : serveur et communication

e Ouvrir un terminal sur un autre ordinateur et sur le méme VLAN
pour pinger le serveur.
o SurWindows:
= Touche Windows
= Taper “cmd”
= Touche entrée
o SurMac:
= command + espace
= Taper “terminal”
=  Ouvrir ‘terminal”
« Lancer la commande « ping $IP_Server ».
o Exemple: ping 192.168.1.100
» Sile serveur réponds au ping, alors celui-ci est correctement
raccordé au bon VLAN.

INSTALLATION

T

ECHEC

| |

2 PROCEDURES
VOIR SLIDE 64 VOIR SLIDE 65 DE
RESOLUTIONS

T
| |

VOIR SLIDE 66 VOIR SLIDE 67
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. Etape 2 (suite) : serveur et communication - réussite

nathan@xxii:~$ ping 192 .1.100

PING 192.168.1.133 (192 .1.133) 56(84) bytes of data.
64 bytes from 192.168.1. : lcmp seg=1 ttl=64 time=0.037
64 bytes from 192.168. icmp seqg=2 ttl=64 time=0.057

1
64 bytes from 192.168.1. : lcmp seqg=2 ttl=64 time=0.047
1 icmp seqg=2 ttl=64 time=0.069

64 bytes from 192.168.

. Etape 2 (suite) : serveur et communication - échec de
communication

ping 192.168.1.100

.100 (192.168.1.250) 56(84) bytes of data.
.99 icmp seqg=1 Destination Host Unreachable
.99 icmp seqg=2 Destination Host Unreachable
.99 icmp seqg=3 Destination Host Unreachable
.99 icmp seqg=4 Destination Host Unreachable

. Etape 2 (suite) : serveur et communication - vérification de la
configuration ip
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. Etape 2 (fin) : serveur et communication - vérification du netplan

$ cat /etc/netplan/00-installer-config.yaml

ethernets:
enol:
addresses: [192.168.1.100/24]
gateway4: 192.168.1.1
nameservers:
addresses: [8.8.8.8, 8.8.4.4]

dhcp4d4: false
dhcp6: false

version: 2

4 - Etapes 3: les ingress - ajout & méthodes (Windows)

Il - “Clic droit” sur “Bloc Notes”

Il - Cliquez sur
“Accessoires Windows" IV - Cliquez sur

“Plus”

£ Intemet Explorer
A Math Input Panel
@ Outi Capture d'écran
& ot

8P Table des caractéres

o Teiécopie et numérisation Windows

Windows Media Player

B ordpa V - Cliquez sur
: DeviceHandinglog q = ' “Exécuter en tant
[ - Cliquez sur “Windows” * [ Axs Comera Station I Devicesini P 1 qu’administrateur"

O [raper ici pour rechercher 2 CA310KBE083.fim
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o Cliquer sur “Oui” puis sur “Ouvrir”

) Sans titre - Bloc-notes
Fichier Edition Format Affichage Aide
Nouveau CtieN
Nouvelle fenétre jeN

ﬂ Bloc-notes

Editeur vérifié : Microsoft Windows

Afficher plus de détail

| - Saisir :

3

c\Windows\System32\Drivers\etc\hosts e o o e

3 ouvrie X

A [ 1> CePC > Windows(C:) > Windows > System32 > drivers > etc v ©  Rechercherdans: etc »

Nouveau dossier e [

A Nom Modifié le Type Taille

cun élément ne correspond  votre recherche.

Stockage/V
Il - Cliquer sur:
Ouvrir
& Téléchargement:
Remarque : Si le fichier n'est pas o e -
affiché, il faut « afficher les fichiers > | 7 7] [reic]ieiecan E

cachés ». Encodage: Détecton mtomatque | Ovme ] | Amnuler

« Le fichier host est maintenant ouvert, il suffit maintenant de copier
coller les ingress a l'intérieur.

o Exemple :192.168.1.100._

o Ssmartcity.xxii-core.io smartcity.backend.xxii-core.io
smartcity.gateway.xxii-core.io smartcity.grafana.xxii-core.io
smartcity.kibana.xxii-core.io smartcity.prometheus.xxii-core.io
smartcity.alertmanager.xxii-core.io smartcity.results.xxii-core.io

o Cliquer sur ctrl+s ou sur sauvegarder
 Fermer le fichier.
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hosts - Bloc-notes
Fichier Edition Format Affichage Aide

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name
# The IP address and the host name should be separated by at least one
# space

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '# symbol

# For example
# 102549497 rhino.acme.com # source server
i 38256310 x.acme.com # x client host

# localhost name resolution is handled within DNS itself
# 127001 localhost
# 1 localhost

### MACHINE SMARTCITY - Client #2#

#SmartCity#
192.168.1.69 smartcity.xxii-core.io smartcity.gateway. xxii-core.io smartcity.backend.xxii-core.io smartcity.grafana.xxi-core.io smartcity kibana.xxii-core.io smartcity.promethy

« Saisir la commande : sudo nano /etc/hosts

« Cliquer sur “entrer”

o Entrer votre “mot de passe” (Note : le mot de passe ne s'affiche pas a
la saisie, vous tapez a “l'aveugle”).

« Cliquer sur “entrer”

« Remarque : Quand vous tapez des caracteres rien ne s'affiche a
I'écran, c'est normal c'est une question de sécurité.

nathanxxii:~$ sudo nano /etc/hosts

Last login: Mon Oct 25 17:02:48 on ttys000

The default interactive shell is now zsh.
To update your account to use zsh, please run “chsh -s /bin/zsh.
For more details, please visit https://support.apple.com/kb/HT208050.

MacBook-Pro-de-Milane:~ milanecalderan$ |sudo nano /etc/hosts

Password:f
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e Sauter une ligne, et copier coller les ingress a la suite.
e Remarques:llyaun espace entre I'adresse IP et chaque URL.

. Etape 3 bis : Ajouter les Ingress dans le DNS du réseau local
o Ajouter les ingress sur le serveur DNS
o Récupérer les ingress en se connectant en SSH au serveur
et en tapant la commande : kubect| get ingress -A
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5 - Etape 4 : activation des licences XXI| CORE

o Saisir 'URL suivante : ipdelamachine:1947

Cliquer sur Update/Attach pour ouvrir cette page.

<« C 0o 192.168.1.133

gemalto

Admin Control Center Help

entinel Ke .
S = Admin Control Center Help
Products
Features
Sessions Welcome to the Admin Control Center. This application €
Note: You can select the language in which Admin Conti
Update/Attach ) .
> The Admin Control Center enables you to monitor the °
Access Log = All the Sentinel protection keys that are currently
. « The number of users currently logged in to a prot
C?nﬁgur?ﬁon « The Features to which each protection key allows
Diagnostics « The users who are currently logged into a specific
Help Note: SL UserMode keys are only displayed for the loca
About > You can perform actions, such as:

« Detaching a license from the network and attachii
« Cancelling a detachable license prematurely
« Installing an update to a license on a key that is v

Sélectionner “choisir un fichier” et “charger” le fichier “ » .v2c qui
Vous a été transmis lors de |la souscription de contrat. Félicitations,
XXIl CORE est activé!

gemalto Se

m Update/Attach License to node1

Sentinel Keys .
Apply File

Products PRy

Features Select a V2C _V2CP H2R, R2H, H2H or ID file:

Sessions | Choisir un fichier | Aucun fichier choisi

Update/Attach  Apply File | | Cancel |

Access L . .

8109 The following file types can be applied:

Configuration

Diagnostics « AV2C file contains a license update from your software vendor, or a firmware update for your Sentinel HL keys.
« AV2CP file contains license update package from your softy vendor.
* An H2R file contains a detached license.

Help « An R2H file contains a cancelled detached license (to be re-attached to its original key).

About « An H2H file contains a rehosted protection key.

An ID file contains the identifiers of the Sentinel License Manager on a remote machine (occasionally required for creating a detached license).
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6 - Etape 5: mise en action de XXII Core

Ouvrir la page de configuration web de XXII Core
Saisir dans un navigateur internet lI'adresse suivante :_
o Attention, il ne faut surtout pas oublier le port 32080, sinon
I'adresse sera inaccessible
Identifiez-vous en renseignant :
o ldentifiant
o Mot de passe
Si vous avez égaré ces informations, vous pouvez appeler le
support XXIl: 01 84 20 48 22

xa gmartcity.xxii-core.io

Se connecter

Nom de compte

Mot de passe
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